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Why have things changed?

In the 1990’s websites used to be ‘set and forget’. 
They were simpler websites, served as online brochures. 
WordPress maintenance didn’t exist and website security 
was minor, it wasn’t something you had to worry about.

Today, website are more complex. 

Your website needs regular security monitoring and 
software updates. 

Similar to physical store building, you need to have a 
security system. 

Or like maintain your car, you have regular services on 
your car. If you don’t service your car and something goes 
wrong, it’s often more expensive to fix.



Why is 
website security 
Important?
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WordPress Security

A hacked WordPress site can cause 
serious damage to your business 
revenue and reputation. Hackers can 
steal user information, passwords, 
install malicious software, and can 
even distribute malware to your 
users.

What types of hacks can happen to 
my site?

•	 redirect traffic to another website
•	copy secure information such as 
email addresses, credit cards

•	phishing (pretend they are you to 
get information)
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Why is website security important?

87%

68%
52%

of websites have high or 
medium cyber security risks

of websites doesn’t have a 
recovery plan in place

of vulnerabilities are caused 
by plugins.

WordPress Security Stats 2020
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Why is website security important?

1. Protect your Customers

2. Protect your Assets

3. Protect your Reputation

4. Prevent a loss in Revenue

5. Your visitors expect it.

6. Google likes secure websites.

7. For Peace of Mind

Good news... you can take some basic steps to 
secure and manage a safe WordPress website.



Tip
Secure your login 
procedures
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Secure logins - username and passwords

Use unique usernames:
don’t use: domain name, test, demo, admin, 
administrator.

Use strong passwords:
people are still using “123456” as a password.

Add a captcha:  
Add an extra layer of security to your login by verifying 
that you are indeed a real person. You can use 
plugins to add a captcha to your site. reCaptcha by 
BestWebSoft is one we recommend

Change Login URL:  
For example domainname.com.au/newlogin



Tip
Limit your login 
attempts
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Limit your login attempts

Limit login attempts:
Placing a cap on the number of times a user enters 
the wrong credentials in a certain amount of time will 
prevent hackers from brute-forcing a login. 

Plugins that can do this:
- Security plugin like WordFence or iThemes Security
- Limit Login Attempts



Tip
Who has 
admin access 
to your site?
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Who has admin access?

Administrator
Admin logins have complete control of 
your website. 

If you need people to have access to 
your site, it’s best to give them their 
own login so you can remove them 
later.

It’s always good to review who has 
access and adjust when needed.

Hosting/FTP logins
They are even more important than 
admin logins. 

Pro Tip
Use LastPass to share access to hosting. 



Tip
Are you using 
2 factor 
authentication?
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2 Factor Authentication

Enable two-factor authentication: 
Two-factor authentication (2FA) 
requires users to verify their sign-on 
with a second device. This is one of 
the simplest, yet most effective tools 
to secure your login.

Plugins that can do this:
- Security plugin e.g. WordFence
- Google Authenticator 



Tip
Do you have 
a backup 
solution?
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How can I backup?

Plugins
Use a plugin like UpdraftPlus or Backup Buddy

Paid Services
Use paid services such as BlogVault/VaultPress

Hosting Provider
Not all hosting providers have backups. 
Check this is activated and working.

Don’t rely on just your hosting provider backups. 
keep your own copy.

Pro Tip
Know how to restore from a backup. Don’t want 
your site to crash and not sure what steps to 
take to restore your website.
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How often should I backup?

Pro Tip
You can never have enough backups!

Daily Backups
Good for basic sites

Hourly/Real Time Backups
Good for WooCommerce Sites - keep customer 
orders and data history

Restore
You can restore when something goes wrong.



Tip
Is your software 
updated?
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Get all the essential logins

Before you start your maintenance, it’s important you 
get all the core logins for your website.

Domain Login:
Username and Password 
for where your domain is 
registered e.g. Netregistry

Hosting Login:
Where your website is 
hosted. e.g. WP Engine, 
Ventra IP etc. Find your login 
and check you also have 
access to your cPanel and 
FTP login.

WordPress Login:
Administrator login for your 
WordPress website to 
perform the updates.

Pro Plugins and Themes:
For example Elegant 
themes, Elementor Pro, WP 
Rocket, WooCommerce, 
ThemeForest etc.

Technical Details
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Have a Process / Checklist to follow

Have a process / checklist to follow
Ensures you don’t miss steps

Update Weekly / Monthly
e.g. Wednesdays - low traffic, support available 
if needed. If you leave it to a Friday, you might 
loose the weekend troubleshooting.

Staging site
If you have a complex site or one that could 
potentially break, consider testing updates on a 
staging site before doing them on your live site.

Regular updates
Don’t leave updates for too long as they may get 
harder and hard to update.
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3 Different Types of Updates

Functional Releases 
Updates adds features and options.

Maintenance Releases 
These updates are generally minor updates fixing bugs 
that have already been reported.

Security Releases 
These updates contain security to repair a vulnerability 
in the plugin, theme or WordPress core. (update ASAP)

Pro Tip
Security plugins like WordFence and iThemes 
Security will let you know when there is a 
vulnerability.
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Plugins

Update Plugins
Check if there are plugins that need updating and 
if there are any notices.

Remove unused plugins
Remove inactive or unused plugins. 
Audit your plugins and see what doesn’t 
need to be there anymore.

Manual Updates
Some plugins may need to be updated via FTP - 
easier if you can activate licenses for updates.
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Activate Licenses

Add your license to premium plugins and themes
This will make it easier for you to update the software. 
Otherwise you will need to do it manually via FTP.
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Themes

Update Themes
Ensure you have a child theme active.

Remove Un-used Themes
One less thing to worry about, remove unused 
themes.
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WordPress Core

Update WordPress Core
Become familiar with what is a minor or major 
update.



Tip
Hosting
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What type of hosting do you have?

Where is your site hosted?
Having a good hosting provider is important. 
Is it on a shared server? 
Is it cheap? 
Do they provide backups?
Latest PHP version are you running?
Do they provide support?

My recommendations:
WP Engine, Ventra IP, Siteground



Tip
SSL Certificate
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Limit your login attempts

SSL Certificate
SSL (Secure Sockets Layer) is the technology that 
encrypts connections between your website and 
visitors’ web browsers, ensuring that the traffic 
between your site and your visitors’ computers is 
safe from unwelcome interceptions.

Not only will it boost SEO, but it also plays directly 
into your visitors’ first impression of your website. 
Google Chrome will even warn users if the site 
they’re visiting doesn’t follow the SSL protocol, 
which directly reduces website traffic.

If the homepage URL begins with “https://” (the “s” 
stands for “secure”), your connection is secured 
with SSL. If the URL begins with “http://”, you’ll 
need to obtain an SSL certificate for your website.



Tip
Have a 
security plugin
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Security Plugins

Security plugins we love:

WordFence

iThemes Security

WPScan
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Security Checks

Use plugins such as WordFence or iThemes Security to review any 
security issues that your site may have.

Check for any Flags
In particular critical updates.

Are plugins abandoned?
These plugins may not have alerts for 
vulnerability.

Run a extra security scan
You can run your site through Sucuri for a free 
check: https://sitecheck.sucuri.net/

Usernames/Passwords
Use unique usernames and strong passwords

Good hosting
A good hosting provider will also help monitor 
any security vulnerabilities.
Also good plugin developers will also send you 
alerts e.g. WooCommerce.
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Thank You 

Thank you!

If you want to learn more from me, 
feel free to go to:

Smartrobbie.com.au

Robyn
Director and Developer, 

Smart Robbie

Visit the link below for additional resources:

Free 10 Essential Monthly Maintenance Tips for your WordPress Website
50% off our Performance and Security Assessment

https://smartrobbie.com.au/security-masterclass/

https://smartrobbie.com.au/
https://smartrobbie.com.au/
https://smartrobbie.com.au/security-masterclass/ 
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